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M AIN FACTS AND HIGHLIGHTS

» Research interests focused on cyberseciitigg/ticular on the identification of current
and future threats. | focus on (large scale and automated) malware analysis, cyber-physical
securityextraction of threat intelligence from large-scale dat@sétfinancial fraudsl
associate to this an extensive experience in offensive security.

* Publication track:131 papers on journals and conferenc&siong the conferencesyo
publications at IEEE Security and Privacy (absolute top conference in the area, acceptance
rate around 9%, one with 207 citations), and two at ACM CCS (the competing top confer-
ence).Two publications at WWW (top conference in the Web research area, acceptance rate
average 12%)Several publications at tier 2 conferences such as ACBAID, DIMVA.

According to Google Scholai6011 citations (3217 since 20M9hdex 38,i10-index 81.

According to SCOPUS2339 total citations and H-index PHmst cited articles on confer-

ences have 437 and 382 citations. In addition to the publication track, | have been an invited
speaker at tens of industrial and hacking conferences around the world.

* Service in the IEEE: elected three times as a member of the Board of Governors of the Com-
puter Societyalso served as member of the MGA boadd of Region 8 committeds.
the ISSA (Information Systems Security Association), founding member of the Italy chapter,
| served for 11 years on the International Board of Direcodswas named a Fellow in
2014.

* Research funding: principal investigator for several national and international projects (funded
by the European Commission and NATO), as well as industrial research. Between 2008 and
2021 my research received over 2.5MEUR of funding from different external entities.

¢ | have been the generathair of a number of conferenceasptably ITASEC 2018ESS0S
2015EC2ND (2009 and 201®&s well as the program chair for IEEE CSS 2015 and 2016.
| also served on the program committee of a number of conferences and work&hops,
tably WWW/TheWebConfRAID, ICISS, SAC, TrustComSAFECOMP. | am on the edito-
rial board of the “Journal of Computer Virology and Hacking Techniques” (Springer-Verlag)



since 2005, “Computers and Security” (Elsevier) since 2017, “IEEE Transactions on Emerg-
ing Technologies in Computing” since 28ihke 2011 | have been on the Reviewer Board
of the prestigious industrial conference “Black Hat”.

* | have advised 7 PhD student in the past, and | am currently advising 3 PhD student. | have
been a professor fol50 courses between 2006 and 2020 (at bachMaster’'s,and PhD
levels). | have been the coadvisor or advisor of over 150 bachelor and master’s theses.

 Industrial technology transfer experience (founding three startups), as well as practical ex-
perience in computer forensics in criminal and civil cases.
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A CADEMIC POSITIONS

12/2022- Full Professor, Dipartimento di Elettronica, Informazione e Bioingegneria, Po-
litecnico di Milano.

07/2015-12/2022Associate Professor, Dipartimento di Elettronica, Informazione e Bioingegne-
ria, Politecnico di Milano.

07/2008-06/2015 Ricercatore di ruolo MIUR (equivalent to Assistant Proféig@mtimento
di Elettronica e Informazione, Politecnico di Milano.

06/2006-05/2008 Assegnista di Ricerca (post-doc researcher), Dipartimento di Elettronica e In-
formazione, Politecnico di Milano.

03/2006-05/2006 Research Assistant, “FIRB-PERF” project, Dipartimento di Elettronica e Infor-
mazione, Politecnico di Milano.

03/2003-02/2006 PhD student, research assistant, teaching assistant and contract professor, Di-
partimento di Elettronica e Informazione, Politecnico di Milano.

EDUCATION

03/2003-02-2008h.D. degree in Computer Engineerir@ipartimento di Elettronica e Infor-
mazione, Politecnico di Milano, Milano, Italy, final evaluation “A - cum Laude”
(final exam on 18/05/2006).

Thesis titldinsupervised Learning Algorithms for Intrusion Detection .
Advisor:Prof. G. Serazzi.
09/1997-12/2002 Laurea (Vecchio Ordinamento) in Computer Engineering (equita kemt

M.Sc. degree)graduation date 20/12/200Rplitecnico diMilano, Milano,
Italia; final grade 100/100 “cum laude”

Thesis titldZn sistema di intrusion detection basato sull’apprendimento non su-
pervisionato.
Advisor:Prof. S. M. Savaresi.

CoadvisorProf. G. Serazzi.

INDUSTRIAL AND  SPINOFF EXPERIENCE

2016-today Co-founder of BankSealar,university spinoff delivering novel fraud detec-
tion solutions for banking and payment systems, based in Milano, Italy.

2011-2020 Co-founder of 18Months Srl, a startup delivering cloud-based ticketing solu-
tions for cinemas, based in Milano, Italy. Privately acquired in 2020.

2004-today Technical expert witness in criminal and civil court.

2004-today Honorary President and founder of Secure Network Srl, a computer security
consulting firm based in Milano, Italgo-founded Secure Network in 2004,
and it was acquired by BVTech Group in 20¥& of 2023 Secure Network
employs 25 full time employees, and has a yearly revenue of 3SMEUR+.

1998-2005 Technical writer for IDG Communications and others.



RESEARCH STATEMENT

My research has been always focused on the field of computer security traditionally known as
“systems security” and which is now evolving in the so-called “cybersecurity” area. In particular,
I moved from intrusion detection to malware analysis and threat intelligence and characteriza-
tion,and more recently to the security of cyber-physical systemnddition,l found over the
years that several of the most successful and satisfactory research activities were born from inter-
disciplinary ideas, or from needs and challenges coming from colleagues from different fields.

CURRENT RESEARCH FOCUS

My current research interests focus on current and future cybersecurity ttadadf.my
most recent activities are related to strategical and political issues of cybersecurity and cyberwar-
fare (both through publications such as [A22d, through leadership in organizations such as
chairing the IEEE Computer Society’s STC on Cybersecurity).

Cyber-physical securityfy most current area of focus is cyber-physical security [A17] [D25].

We are pursuing two different areas of investigation. On the one hand, we are working on the se-
curity of the so-called Industry 4.0 paradigm [A15] [D20] and more generally of industrial control
systems [D160ur most impressive result to date is the first comprehensive assessment of the
attack surface of industrial robots, published in the top-conference IEEE Symposium on Security
and Privacy [D33]. On the other hand, we are addressing automotive security issues, with results
on the security of CAN bus [D32] [A12] [A14] and on security-by-design approaches [D21] [A24].
Recently, | started being interested in the security of medical devices [A13] [A17].

Malware analysisty earliest interest in malware research was computer viroiogythe
modeling of the spread of computer viruses ([A31], ABtel)wards, | was one of the first who
analyzed the likelihood of success of Bluetooth viruses ([A30],[D72]) and concluded it just was
unlikely ([A27]).

Inspired by this line of researchmoved on to explore automated malware analyais]
in particular how it could be made more efficient to cope with the growing wave of malicious
samples we are seeing every day ([D67his led to one of my most important publications
([D69]) Reanimatora system to combine static and dynamic analysis to find dormant code in
large datasets of malicious samples, and more recently to the behavior-based analysis methods of
JackDaw [D41] [D31]. Other research results of note are related to the characterization of malware
evolution [D57], to the tracking of DGA-based malware [D48], to the automatic analysis of mod-
ern evasive malware [D3ahd to the automatic and malware-agnostic extraction of Weblnject
signatures [D47],[A18].

Motivated by this last result, we focused further on the analysis of financially-motivated mal-
ware,specifically of banking trojans and ransomwarerder to help end-users against these
widespread threat¥Ve created techniques to analyze and automatically counter ransomware in
the context of both mobile devices [D40] and Windows machines [D34].

| have also extensively worked on Android malware. Starting the development of “AndroTo-
tal”,a publicly available platform to analyze suspicious APKs with multiple antivirus apps for
the Android system [D54],[A20]. Using AndroTotal we were also able to implement AndRadar, a
system for fast discovery of Android applications on alternative markets [D49].

Data analytics and threat intelligéné€ét!'ring theme of my research is the usage of anomaly
detection, visualization and data analytics techniques to extract actionable intelligence from large

datasets of security-relevant phenom&ometimes this extends to collecting the datasets first:
for instance we collected and analyzed datasets on malicious abuses of URL shorteners that led
to two publications at the highly selective WWW conference ([D55],[D52]).



We also ran campaigns of scanning and analysis to estimate the prevalence of, e.g., misconfig-
urations in cloud-based systems [D17] [D26].

Sometimes we devise clever ways of obtaining threat intelligence from publicly available data.
For instance we devised a system to extract intelligence on DGA-based botnets from passive DNS
data [D48], and a system to de-anonymize and tag Bitcoin users [D51] that attracted the interest
of international press.

The collection of malware datasets that supports some of our previously-described research
also partially falls in this area ([D6[/A20]). Other areas we explored are phishing [D66] and
social network privacy and security [D45].

Financial FraudFinancial fraud is a growing area of concern and interest. Thanks to an indus-
trial research relationshipe could access an extensive dataset of financial transaatitohs,

we used to develop BankSealarfraud analysis and decision support system targeted to on-

line banking environments [D5This paper received a best paper award, and had several fol-
lowup works [A21] [D30] [A16] [D19]. It also led to the launch of a spinoff company (BankSealer,
www.banksealer.com). In @ way, our previously mentioned work on Bitcoin [D51] is also re-
lated to this area.

Attack papers and offensive rese®hems security is unique in offering opportunities to
conduct “offensive” security researeading to attack papers describing fault in widespread

or important technologiefhe most significant result in this area was breaking Facebook’s so-

cial authentication system ([D56], [D45]), which led to a paper (describing both the attacks and a
secure design solution) in the selective CCS conferenceAathgr interesting work demon-

strated the weakness of the iOS input system to snooping [D&14.demonstrated practical

attacks against Android’s Intent Message Passing [D&2]are working on automated attack
generation as well [D14].

SCIENTIFIC BACKGROUND

My PhD and my early years of post-doc research were mostly focused on intrusion detection,
and in particular on the application of unsupervised learning techniques to anomaly detection.
My seminal work in the area is [D85], to date my most cited paper, detailing a two-tier architecture
for network anomaly detection which could take into account anomalous patikistsvas a
very novel intuitiomand | worked on it through several subsequent publicatdoasyzing its
payload detector [D80], improving its performance [D82], up to the design of a complete system
named ULISSE ([D75], [D74]fhen moved on to the application of learning techniques to host-
based detection through system call sequence and arguments - as opposed to sequence alone,
which was the limit of previous literatur&@his led to a publication in the IEEE Transactions
[A25], as well as another journal [A28] and conference publicatior Esblbriefly explored
the usage of multiagent techniques such as cooperative negotiation to perform network anomaly
detection [D73], [D68], as well as detection of attacks on web infrastructures [D70] [D65].

Another important area | tackled was the correlation of alerts [D77] and their aggregation and
false positive reduction [A26lh this area | also oversaw the successful doctoral thesis of Dr.
Federico Maggi (which was tied to publications [D77], [D71], [D68], [D58]] BA2® Hained
expertise in the intricacies of evaluation of IDS and IPS technologies [D78].

| have also explored in several directions the modern challenges to file reconstragtion,
plying clustering and classification technigues to file carving ([Db2]) as well as studying
in-depth the impact of the introduction of SSD disks on forensic analysis ([A23], [D53]). An earlier
research work dealt with the rising issue of encrypted hard drives ([D76]).



RESEARCH COLLABORATIONS

Besides the research connections related to joint projects listed in the followingtssction,
important to outline the following, ongoing and long-term research collaborations:

Prof. S. Bratus of Dartmouth college: joint initiatives in the cybersecurity, cyberwarfare and
policy areas [A22].

Prof. E. Markatos and Sloannidis and their research group at FORT#int research on
several areas, including mobile malware and social network security [D44], [D45], [D56]

Prof. A. D. Keromytis of Columbia Universitysocialnetwork security research [D44],
[D45], [D56]

Prof. L. Cavallaro at King’s College Londgwint research on DGA-based botnets and on
mobile security [D48]

Prof. C. Kruegel and G. Vigna at UCSB: joint research on malware analysill as on
emerging Internet threats [D52], [D55], [D69], [D37], [D14]

Prof. E. Kirda at Northeastern universifgint research on malware analysis, as well as a
new research project on kernel-based attack mitigation [D69]

RESEARCH FUNDING

2020-2023 BVTech Spa funded with 300kEUR my research group at DEIB, for research on

several cybersecurity subjects.

2017-2019 Project UCSA: Principal Investigatd@VTech Spa and the Italian Ministry of

Economic Development financed the project with approximately 150kEUR for
my group at DEIB.

2017-2019 Project “FilieraSicura”: Local Principal Investigator. Cisco Systems and Leonardo

financed the project, with approximately 100kEUR for my group at DEIB.

2016-2020 European H2020 Project “RAMSES”: Local Principal Investigdtor.Euro-

pean Union financed the project with approximately 3MEB&)KEUR of
which for my research group at DEI.

2016-2020 European Marie Curie RISE Project “PROTASISocal Principal Investiga-

tor. The European Union financed the project with approximately 3MEUR,
320kEUR of which for my research group at DEI.

2013-2016 PRIN project “TENACE: Protecting National Critical Infrastructures From Cy-

ber Threats”Local Principal Investigatofhe Italian Ministry of University
and Research financed the projeEtnancing received77kEUR for my re-
search group at DEIB.

2010-2014 European Network of Excellence “SysSé@tal Principal Investigatofhe

European Union financed the project with approximately 3MEUR, 320kEUR
of which for my research group at DEI.

2011-2012 European CIPS Project “i-Codellocal Principal Investigatofhe European

Union financed the project with approximately 540kEUR, 110kEUR of which
for my research group at DEI.

2010-2011 NATO Science for Peace project SfP-983805, “SCADA-NG”: NATO Project Di-

rector.The project has been financed with a NATO grant of approximately
250kEUR, to be shared with our partner, University of Zagreb.
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2008-2011 European Project STREP FP7-ICT-216026-WOMBAT “Worldwide Observatory
on Malicious Behaviors and Attack ThreatBarticipant and local Research

Coordinator. The European Union financed the project with 2.9MEUR, 290kEUR
of which for my research group at DEI.

A SSOCIATION ACTIVITIES AND SERVICE

2001-today IEEE Computer Society

2020-2022 Board of Governors elected member

2020-2021 Member of Diversity&Inclusiveness committee
2020 Nominations Committee member
2019 Young professionals society representative
2019 Publications board, secretary

2013-2018 Board of Governors elected member

2016 Audit committee member
2015-2020 Cybersecurity Special Technical Community chair
2015-2017 Constitution and Bylaws committee member
2014 Publications ad-hoc committee

2012 Region 8 Membership Development Coordinator
2010-2012 Italy chapter chair
2008-2009 Italy chapter vice-chair
2001-today Institute of Electrical and Electronics Engineers
2022- Digital Privacy Initiative, co-chair
2018- European Public Policy Committee, member
2019 Future Directions Committee, member
2017 MGA Board, IT Coordination And Oversight Committee Chair
2014-2018 MGA Board, IT Coordination And Oversight Committee member
2014 Region 8 Conference Coordination Subcommittee (CoCSC)
2011-2012 Region 8 Publications Coordinator
2009-2013 Section Italy, Educational Activities chair

2005-today ISSA (Information Systems Security Association)

2022-today International Board of Directors, elected member
2008-2016 International Board of Directors, elected member
2005-2012 Italy chapter, Board of Directors
2005 Founding Member, Italy chapter

2005-today Milan’s order of chartered Professional Engineers
2008-today Standing Committe on Information Engineering, appointed member

2000-today National Order of Journalists, associate member;



A CADEMIC SERVICES AND RESPONSIBILITIES

2022-today Member of the board of the Information Technology PhD course, Politecnico
di Milano

2019-today Co-Director, M.Saegree “Cyber Risk Strategy And Governance”, jointly of-
fered by Politecnico di Milano and Bocconi University.

2014-today Node coordinator for POLIMI, CINI National Cyber Security Lab

2013-today Director, “Security Specialist” specialization degree (“Master universitario di
primo livello”) at Politecnico di Milano.

AWARDS AND RECOGNITIONS

2022 Google Cloud Research Innovator

2022-2024 IEEE Computer Society Distinguished Visitor

2021 IEEE Computer Society Distinguished Contributor

2020 National abilitation to full professor (SSD ING-INF/05)

2020 ACM Distinguished Speaker Program

2015 National abilitation to associate professor

2014 Best paper award for paper [D50BankSealerAn Online Banking Fraud
Analysis and Decision Support System” at the 29th IFIP International Infor-
mation Security and Privacy Conference

2014 ISSA Fellow

2013 IEEE Computer Society Golden Core Award

2012 ISSA Senior Membership

2012 ACM Senior Membership

2011 Best paper award for paper [D63], “BURN: Baring Unknown Rogue Networks”,
at the 2011 Symposium on Visualization in Computer Security (VizSec).

2010 IEEE Senior Membership

2003 Cisco’s “Best Technical Journalist” award

PUBLICATIONS

INTERNATIONAL  JOURNALS

Al. S. Longari, A. Pozone, J. Leoni, M. Polino, M. Carminati, M. Tanelli, S. Zanero. CyFence: Se-
curing Cyber-Physical Controllers via Trusted Execution EnvironfREBtTrans. Emerg.
Top. Comput. 12(2): 521-531 (2024)

A2. T. Paladini, F. Monti, M. Polino, M. Carminati, S. Zanero. Fraud Detection under Siege: Prac-
tical Poisoning Attacks and Defense Strategies. ACM Transactions on Privacy and Security, 26
(4), 1-35 (2023)
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. S. Zanero. Coming of Age. Communications of the ACM, 66(9), p. 21-23, 2023

. L. Binosi, M. Polino, M. Carminati, S. Zanero. BINO: Automatic recognition of inline binary
functions from template classes. Computers&Security, vol. 132, 2023

A. Nichelini, C. A. Pozzoli, S. Longari,M. Carminati,S. Zanero. CANova: a Hybrid In-
trusion Detection Framework based on Automatic Signal Classification for CAN. Comput-
ers&Security, vol. 128, pp. 103-166, 2023.

A. Bellante, A. Luongo, S. Zanero. Quantum algorithms for SVD-based data representation
and analysis. Quantum Machine Intelligence, vol. 4, number 20 (2022)

M. D’Onghia,M. SalvadoreB. M. Nespoli,M. Carminati,M. Polino,S. Zanero.Apicula:
Static Detection of API Calls in Generic Streams of Byt@snputers&Security, vol. 199,
August 2022

D. Maffiola,S. Longari,M. Carminati,M. Tanelli,S. Zanero. GOLIATH: A Decentralized
Framework for Data Collection in Intelligent Transportation Syd##fid.ransactions on
Intelligent Transportation Systems, vol. 23, nr. 8, pp. 13372-13385, August 2022.

D. Labanca, L. Primerano, M. Markland-Montgomery, M. Polino, M. Carminati, S. Zanero.
Amaretto:An Active Learning Framework for Money Laundering DetecfiithE Access,
2022

A. Bellante, S. ZanerQuantum matching pursuA:quantum algorithm for sparse repre-
sentations. Physical Review A, 105 (2), 022414, 2022

N. Galloro, M. Polino, M. Carminati, A. Continella, S. Zanero. A Systematical and Longitu-
dinal Study of Evasive Behaviors in Windows Malwatenputers&Security, Volume 113,
102550, February 2022.

S. Longari, D. H. Nova Valcarcel, M. Zago, M. Carminati, S. Zanero. CANnolo: An Anomaly
Detection System based on LSTM Autoencoders for Controller Area NelMEH Krans-
actions on Network and Service Management, vol. 18 (2), pp. 1913-1924, 2021

J. Cosedis Nielsen, J. Kautzner, R. Casado-Arroyo, H. Burri, S. Callens, M. R. Cowie, K. Dick-
stein, I. Drossart, G. Geneste, Z. Erkin, F. Hyafil, A. Kraus, V. Kutyifa, E. Marin, C. Schulze,
D. SlotwinerK. Stein,S. ZaneroH. Heidbuchel A. G. Fraser.Remote monitoring of car-

diac implanted electronic devices - legal requirements and ethical priBeipiespace,
22(11):1742-1758. 2020.

M. Zago, S. Longari, A. Tricarico, M. Carminati, M. G. Pérez, G. M. Pérez, S. Zanero. ReCAN-
Dataset for reverse engineering of Controller Area Networks. Data in brief, 29. 2020.

M. Pogliani, D. Quarta, M. Polino, M. Vittone, F. Maggi, S. Zangeaurity of Controlled
Manufacturing Systems in the Connected FactheyCase of Industrial Robofsurnal of
Computer Virology and Hacking Techniques, 15(3): 161-175. 2019.

M. Carminati, M. Polino, A. Continella, A. Lanzi, F. Maggqi, S. Zartexourity Evaluation
of a Banking Fraud Analysis Systef@ Transactions on Privacy and Security (TOPS), vol.
21, nr. 3, pp. 11:1-11:31. 2018.

S. Zanero. Cyber-Physical Systems. In IEEE Computer, vol. 50, nr. 4, pp. 14-16. 2017.

A. Continella,M. Carminati,M. Polino, A. Lanzi, S. ZaneroF. Maggi. PrometheusAna-
lyzing Weblnject-based Information Stealensnal of Computer Security, vol. 25, nr2, pp.
117-137. 2017.

G. Di Natale, S. Zanerdditorial. IEEE Trans. Emerging Topics in Computing, vol. 4, nr.1,
pp. 33-34. 2016



A20.

A21.

A22.

A23.

A24.

A25.

A26.

A27.

A28.

A29.

A30.

A31.

A32.

A. Valdi, E. LeverS. BeneficdD. Quarta,S. ZaneroF. Maggi.Scalable Testing of Mobile
Antivirus Apps. IEEE Computer, vol.48, no.11, pp.60-68, Nov. 2015

M. Carminati, R. Caron, I. Epifani, F. Maggi, S. Zanero. BankSealer: A Decision Support Sys-
tem for Online Banking Fraud Analysis and Investigat@mputers & Security, Elsevier,
Vol. 53, pp. 175-186, September 2015.

S. Bratus, I. Arce, M. E. Locasto, S. Zanero. Why Offensive Security Needs Engineering Text-
books:Or, How to Avoid a Replay of “Crypto Wars” in Security Resemgitr, USENIX,
Vol. 39, No. 4, August 2014.

G. Bonetti, M. Viglione, A. Frossi, F. Maggi, S. Zaméaak-box Forensic and Antiforensic
Characteristics of Solid-state Drives. Journal of Computer Virology and Hacking Techniques, Vol.
10, No. 4, November 2014.

A. Dardanelli,F. Maggi, M. Tanelli,S. Zanero,S. M. SavaresiR. Kochanek and THolz.
Secure integration of mobile devices for automotive services. IEEE Embedded System Letters,
vol. 5, n. 3, 2013.

F. Maggi, M. Matteucci, and S. Zan&etecting Intrusions through System Call Sequence
and Argument AnalysisIEEE Transactions on Dependable and Secure Systems, vol. 7,n. 4,
December 2010.

F. Maggi, M. Matteucciand S.Zanero. Reducing False Positives In Anomaly Detectors
Through Fuzzy Alert Aggregation. Information Fusion, special issue on “Information Fusion
in Computer Security”. Vol. 10, n. 4, October 2009. Elsevier.

S. ZaneroWireless Malware PropagatiohReality CheckIEEE Security and Privacy, vol.
7, no. 5, pp. 70-74, September/October, 2009.

F. Maggi, S. Zanero, and V. lozzo. Seeing the Invisible - Forensic Uses of Anomaly Detection
and Machine LearningACM Operating Systems Review, Vvol. 42,no0. 3, pag. 52-59April
2008.

G. Casale and S. Zanero. GIVS: an Integrity Validation Scheme for Grid Security. Internation
Journal of Critical Infrastructures, vol. 4, no. 3, pag. 319-333, 2008.

L. Carettoni,C. Merloni, and S.Zanero. Studying Bluetooth Malware Propagatiothe
BlueBag Project. IEEE Security and Privacy, vol. 5, no. 2, March/April 2007, pp. 17-25.

E. Filiol, M. Helenius,and S.Zanero. Open Problems in Computer Virologyournal In
Computer Virology, vol. 1, no. 3-4, pag. 55-66, March 2006, Springer.

P. Perri and S. Zanero. Lessons learned from the Italian legislation on privacy. Computer Law
and Security Report, volume 20, issue 4-5, pag. 310-313, 384-389, Elsevier Science, 2004.

CHAPTERS IN INTERNATIONAL BOOKS

B1.

G. Serazzi and S. Zanero. Computer Virus Propagation Models. In M. C. Calzarossa, E. Ge-
lenbe, ed., Performance Tools and Applications to Networked Systems: Revised Tutorial Lectures,

Lecture Notes in Computer Science, vol. 2965, pag. 26-50, Springer-Verlag, Berlino, Germa-
nia, 2004.

EDITING OF INTERNATIONAL PROCEEDINGS VOLUMES

Cl.

E. Markatos, S. Zanero, editors, “Proceedings of SysSec 2011, 1st SysSec Workshop on Sys-
tems Security”, 6 July 2011, Amsterdam, Netherlands, IEEE Computer Society Press, 2011.
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C2. S.Zanero,editor,“Proceedings of EC2ND 200Buropean Conference on Computer Net-
works Defence”, December 2009, Milano, Italy, IEEE Computer Society Press, 2010.

C3. S. Zanero, editor, “Proceedings of WISTDCS 2008, WOMBAT Workshop on Internet Secu-
rity Threat Data Collection and Sharing”, 21-22 April 2008, Amsterdam, Netherlands, IEEE
Computer Society Press, 2008.

C4. E. Huebner and S. Zanero, editors, “Proceedings of the 1st International Workshop on Open
Source Software for Computer and Network Forensics - OSSCoNF 2008”, held in conjunc-
tion with IFIP OSS 2008, 10th September 2008, Milan, Italy

CONTRIBUTIONS IN  PROCEEDINGS OF INTERNATIONAL CONFERENCES

D1. A. Bellante, W. Bonvini, S. Vanerio, S. Zan@uantum Eigenfacedinear Feature Map-
ping and Nearest Neighbor Classification with Outlier Detection. In 2023 IEEE International
Conference on Quantum Computing and Engineering (QCE), p. 196-207, IEEE, 2023

D2. Y. Danidou,S. RicciA. F. Skarmetd, Hosek,S. Zanero]. Lendak. DJM-CYBER: A Joint
Master in Advanced Cybersecurity. In ARES, 2023

D3. S. Longari, C. A. Pozzoli, A. Nichelini, M. Carminati,S. Zanero. CANdito: Improving
Payload-Based Detection of Attacks on Controller Area NetwbrksCML, p. 135-150,
2023

D4. M. P. Tatulli, T. Paladini, M. D’'Onghia, M. Carminati, S. Zat&XbILET: A Transformer
Based Approach for Money Laundering Detection. In CSCML, p. 234-250, 2023

D5. S. Longari, F. Noseda, M. Carminati, S. Zan&mmluating the Robustness of Automotive
Intrusion Detection Systems Against Evasion Attacks. In CSCML, p. 337-352, 2023

D6. A. Bertani,M. Bonelli,L. Binosi,M. Carminati,S. Zanero,M. Polino. Untangle:Aiding
Global Function Pointer Hijacking for Post-CET Binary Exploitation. In DIMVA, p. 256-275,
2023

D7. D. Avanzi,S. Longari,M. Polino, M. Carminati,A. M. ZanchettinM. Tanelli,S. Zanero.
Task Aware Intrusion Detection for Industrial Robots. In ITASEC, 2023

D8. R. Remigio,A. BertaniM. Polino, M. Carminati,S. Zanero.The Good,the Bad,and the
Binary:An LSTM-Based Method for Section Boundary Detection in Firmware Anabysis.
IWSEC, p. 16-35, 2023

D9. T. Paladini, M. Bernasconi de Luca, M. Carminati, M. Polino, F. Trovo, Stefano X&nero.
vancing Fraud Detection Systems Through Online Learmim®CML/PKDD, p. 275-292,
2023

D10.L. Binosi, L. Rullo, M. Polino, M. Carminati, S. Zand&ainfuzz:Reinforcement-Learning
Driven Heat-Maps for Boosting Coverage-Guided Fuzzin@roceedings of the 12th Inter-
national Conference on Pattern Recognition Applications and Methods (ICPRAM), 2023

D11.A. De Faveri TronS. Longari,M. Carminati,M. Polino, S. Zanero. CANflict: Exploiting
Peripheral Conflicts for Data-Link Layer Attacks on Automotive NetwbrPsoceedings
of the ACM Conference on Computer and Communications Security, CCS *22, Los Angeles (CA),
November 2022

D12.]. F. RodriguezM. Papale,M. Carminati,S. Zanero A Natural Language Processing Ap-
proach for Financial Fraud Detection. In ITASEC 2022, 135-149.

D13.S. Hussain, S. M. Suhail Hussain, A. Igbal, S. Zanero, E. Ragdilnvel Methodology to
Validate and Evaluate Combined Cyber Attacks in Automated Power Systems Using Real
Time Digital Simulatiorin 2021 IEEE 2nd International Conference on Smart Technologies for
Power, Energy and Control (STPEC), 2021
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D18.

D19.

D20.

D21.

D22.

D23.

D24.

D25.

D26.

D27.

D28.

D29.

N. Ruaro, K. Zeng, L. Dresel, M. Polino, T. Bao, A. Continella, S. Zanero, C. Kruegel, G. Vi-
gna. SyML: Guiding Symbolic Execution Toward Vulnerable States Through Pattern Learn-
ing. In 24th International Symposium on Research in Attacks, Intrusions and Defenses (RAID

2021).

S.Hussain,A. Igbal,S. Zanero,S. M. Suhail HussainA. Shikfa,E. Ragaini,R. Alammari

and I. Khan. A Novel Methodology to Validate Cyberattacks and Evaluate Their Impact
on Power Systems Using Redlime DigitalSimulation. In IEEE Texas Power and Energy
Conference 2021.

F. Maggi, M. Balduzzi, R. Vosseler, M. Rosler, W. Quadrini, G. Tavola, M. Pogliani, D. Quarta,
S. ZaneroSmart Factory Securiti:Case Study on a Modular Smart Manufacturing Sys-

tem. In International Conference on Industry 4.0 and Smart Manufacturing - ISM 2020. Procedia
Computer Science, vol. 180, 666-675.

A. Erba, R. Taormina, S. Galelli, M. Pogliani, M. Carminati, S. Zanero, N. O. Tippenhauer.
Constrained Concealment Attacks against Reconstruction-based Anomaly Detectors in In-
dustrial Control Systemsdn Proc. 36th Annual Computer Security Applications Conference,

ACSAC ’20, December 07—11, 2020.

D. Ferrari, M. Carminati, M. Polino, S. ZaneiMoSQL BreakdownA Large-scale Analy-
sis of Misconfigured NoSQL Servicel Proc. 36th Annual Computer Security Applications
Conference, ACSAC ’20, December 07--11, 2020.

M. Carminati,L. Santini,M. Polino, S. Zanero. Evasion Attacks against Banking Fraud
Detection Systemsn 23rd International Symposium on Research in Attacks, Intrusions and
Defenses (RAID 2020).

M. Pogliani, F. Maggi, M. Balduzzi, D. Quarta, S. Zanero. Detecting Unsafe Code Patterns in
Industrial Robot Program#n 15th ACM ASIA Conference on Computer and Communications
Security (ACM ASIACCS 2020).

S. Longari, A. Cannizzo, M. Carminati and S. Zan&&ecure-by-Design Framework for
Automotive On-board Network Risk Analysis. In 2019 IEEE Vehicular Networking Conference
(VNC), December 4-6, 2019, Los Angeles (CA).

S. Longari, M. Penco,M. Carminati,S. Zanero. CopyCAN: An Error-Handling Protocol
based Intrusion Detection System for Controller Area Network. In ACM Workshop on Cyber-
Physical Systems Security & Privacy.

P. Ferretti, M. Pogliani, S. Zane@haracterizing background noise in ICS traffic through
a set of low interaction honeypolis ACM Workshop on Cyber-Physical Systems Security &
Privacy.

G. Viglianisi, M. Carminati, M. Polino, A. Continella, S. Zanero. SysTaint: Assisting Revers-
ing of Malicious Network Communications. In SSPREW@ACSAC 2018, 4:1-4:12.

S. ZaneroWhen Cyber Got RealZhallenges In Securing Cyber-Physical SystdmBro-
ceedings of SENSORS 2018. Invited paper.

A. Continella, M. Polino, M. Pogliani, S. Zanero. There’s a Hole in that Bucket! A Large-scale
Analysis of Misconfigured S3 Buckets. In Proceedings of ACSAC 2018

M. Carminati, A. Baggio, F. Maggi, U. Spagnolini, S. Zanero. FraudChaser: Temporal Anal-
ysis and Detection of Advanced Financial Frauds. In Proceedings of DIMVA 2018.

P. De Nicolao, M. Pogliani, M. Polino, M. Carminati, D. Quarta, S. Zanero. ELISA: ELiciting
ISA of raw binaries for fine-grained code and data separation. In Proceedings of DIMVA 2018.

D. Quarta, F. Salvioni, A. Continella, S. Zanextended Abstract:oward Systematically
Exploring Antivirus Engines. In Proceedings of DIMVA 2018.
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D34.

D35.

D36.

D37.

D38.

D39.

D40.

D41.

D42.

DA43.

D44.

DA45.

M. Carminati, L. Valentini and S. Zanero. A Supervised Auto-Tuning Approach for a Bank-
ing Fraud Detection Systelm 2017 International Symposium on Cyber Security Cryptography
and Machine Learning (CSCML 2017), Be’er Sheva, Israel, June 29-30, 2017.

M. Polino, A. Continella, S. Mariani, S. D'Alessio, L. Fontana, F. Gritti and S. 2dearo.
suring and Defeating Anti-Instrumentation-Equipped MalwadneProceedings of DIMVA
2017.

A. Palanca, E. Evenchick, F. Maggi, and S.Zanero.A Stealth, Selective, Link-layer Denial-of-
Service Attack Against Automotive Networks. In Proceedings of DIMVA 2017.

D. Quarta, M. Pogliani, M. Polino, F. Maggi, A. M. Zanchettin, and S. Zarker&xperi-
mental Security Analysis of an Industrial Robot ContrditeProceedings of the 38th IEEE
Symposium on Security and Privacy, San Jose, CA, May 22nd-25th, 2017.

A. Continella, A. Guagnelli, G. Zingaro, G. De Pasquale, A. Barenghi, S. Zanero, and F. Maggi.
ShieldFS: A Self-Healing, Ransomware-Aware FilesydtePnoceedings of the 32nd Annual
Computer Security Applications Conference. ACSAC ’16. Los Angeles, USA. December 2016

S. ZaneroE. Evenchick.Up close and personatybersecurity in medical l1oT devicés.
Proceedings of IEEE Engineering in Medicine and Biology Conference, EMBC 2016, August 2016,
Orlando, FL.

C. Zheng, M. Dalla Preda, J. Granjal, S. Zanero, F. M&gChip System Call Tracing:
Feasibility Study and Open Prototype. In Proceedings of IEEE CNS 2016.

A. Mambretti, K. Onarlioglu, C. Mulliner, W. Robertson, E. Kirda, F. Maggi, S. Zanero. Trel-
lis: Privilege Separation for Multi-User Applications Made Ea$y .Proceedings of RAID
2016.

E. Bazzoli, C. Criscione, F. Maggi, S. Zan¥&& PEEKER: Dissecting the XSS Exploitation
Techniques and Fuzzing Mechanisms of Blackbox Web Application Scanners. In Proceedings
of SEC 2016, pp. 243-258, June 2016.

L. Falsina,Y. FratantonicS. ZaneroC. Kruegel,G. Vigna,F. Maggi.Grab 'n Run:Secure
and Practical Dynamic Code Loading for Android ApplicatiohmsProceedings of ACSAC
2015, pp. 201-210, December 2015, Los Angeles CA.

N. Andronio, S. Zanero, F. Maggi. HelDroid: Dissecting and Detecting Mobile Ransomware.
In Proceedings of RAID 2015, pp. 382-404. November 2015, Kyoto, Japan.

M. Polino, A. Scorti, F. Maggi, S. Zanero. Jackdaw: Towards Automatic Reverse Engineering
of Large Datasets of Binaries. In Proceedings of DIMVA 2015, July 2015, Milano, Italy.

D. Gallingani,R. GjomemoV.N. Venkatakrishnarg. Zanero. Static Detection and Auto-
matic Exploitation of Intent Message Vulnerabilities in Android Applications. In Proceedings
of MoST 2015, San Jose, CA, May 2015.

D. Gallingani, R. Gjomemo, V.N. Venkatakrishnan, S. ZaPmrctical Exploit Generation
for Intent Message Vulnerabilities in AndrdndProceedings of CODASPY 2015, San Anto-

nio, TX, USA, March 2015. Outstanding Poster Award

I. Polakis, P. llia, F. Maggi, M. Lancini, G. Kontaxis, S. Zanero, S. loannidis, A. D. Keromytis.
Faces in the Distorting Mirror: Revisiting Photo-based Social Authentication. In Proceedings
of the 21st ACM Conference on Computer and Communications Security, CCS ’14, Scottsdale,
Arizona, November 2014.

I. Polakis,F. Maggi, S. Zanero,A. D. Keromytis. Security and Privacy Measurements on
Social NetworksExperiences and Lessons Learndd.Proceedings of the 3rd International
Workshop on Building Analysis Datasets and Gathering Experience Returns for Security, BAD-
GERS’14, Wroclaw, Poland, September 2014.
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D46. A. Antonini, F. Maggi, S. Zanero. A Practical Attack Against a KNX-based Building Au-
tomation Systemin Proceedings of the 2nd International Symposium for ICS & SCADA Cyber
Security Research, St. Polten, Austria, September 2014.

D47.C. Criscione, F. Bosatelli, S. Zanero, F. M&@ggathustraExtracting Weblnject Signatures
from Banking Trojans. In Twelfth Annual International Conference on Privacy, Security and Trust
(PST).

D48.S. SchiavonifF. Maggi,L. Cavallaro and S. Zaner®hoenix:DGA-based Botnet Tracking
and Intelligence. In Proceedings of DIMVA 2014, Egham, UK, July 10-11 2014.

D49. M. Lindorfer, S. Volanis, A. Sisto, M. Neugschwandtner, E. Athanasopoulos, F. Maggi, C. Platzer,
S. Zanero and S. loannidfdRadar:Fast Discovery of Android Applications in Alterna-
tive Markets. In Proceedings of DIMVA 2014, Egham, UK, July 10-11 2014.

D50. M. Carminati,R. Caron,F. Maggi, |. Epifani,S. Zanero.BankSealerAn Online Banking
Fraud Analysis and Decision Support Systen.Proceedings of the 29th IFIP International
Information Security and Privacy Conference, Marrakech, Morocco, June 2-4, 2(Hdst paper

award.

D51. M. Spagnuolo, F. Maggi and S. ZaneBitlodine:Extracting Intelligence from the Bitcoin
Network. In Proceedings of the 18th International Conference on Financial Cryptography and Data
Security, Financial Crypto 2014, Christ Church, Barbados, March 3-7, 2014.

D52. N. Nikiforakis, F. Maggi, G. Stringhini,M. Z. Rafique,W. Joosen,C. Kruegel,F. Piessens,
G. Vigna and S. Zanero. Stranger Danger: Exploring the Ecosystem of Ad-based URL Short-
ening Services. In Proceedings of the 23rd International World Wide Web Conference (WWW2014),
Seoul, Republic of Korea, April 7-11, 2014.

D53. G. Bonetti, M. Viglione, A. Frossi, F. Maggi, S. Zanero. A Comprehensive Black-box Method-
ology for Testing the Forensic Characteristics of Solid-state DrRreseedings of the An-
nual Computer Security Applications Conference (ACSAC), New Orleans LA, December 2013.

D54.F. Maggqi, A. Valdi, S. Zanero. AndroTotal: A Flexible,Scalable Toolbox and Service for
Testing Mobile Malware Detectohs.Proceedings of the 3rd Annual ACM CCS Workshop on
Security and Privacy in Smartphones and Mobile Devices (SPSM), Berlin, November 2013.

D55.F. Maggi, A. Frossi, G. Stringhini, B. Stone-Gross, S. Zanero, C. Kruegel, G. Vigna. Two Years
of Short URLs Internet Measurement: Security Threats and Countermeasures. In Proceedings
of the 22nd International World Wide Web Conference (WWW2013). May 2013, Rio de Janeiro,

Brazil.

D56.]. Polakis, M. Lancini,G. Kontaxis,F. Maggi, S. loannidis,A. Keromytis,S. Zanero. All
Your Faces Are Belong to UsBreaking Facebook’s Social AuthenticatitmProceedings
of the Annual Computer Security Applications Conference (ACSAC). December 2012,0rlando,
Florida, US.

D57. M. Lindorfer, A. Di Federico, F. Maggi, P. Milani Comparetti, S. Zdrnees.of Malicious
Code:Insights Into the Malicious Software IndustnyProceedings of the Annual Computer
Security Applications Conference (ACSAC). December 2012, Orlando, Florida, US.

D58.F. Maggi, S. Zanerdntegrated Detection of Anomalous Behavior of Computer Infrastruc-
tures. In IEEE/IFIP Network Operations and Management Symposium (NOMS). 16-20 April
2012, Maui, Hawaii, US.

D59. L. Sportiello, S. Zanero. Context-based File Block Classification. In 8th Annual IFIP WG 11.9
International Conference on Digital Forensics, Pretoria, South Africa, January 2012.

D60. F. Maggi, A. Bellini,G. Salvaneschiand S.Zanero Finding Non-trivial Malware Naming
Inconsistenciedn 7th International Conference on Information Systems Security (ICISS), 15-19
December 2011, Jadavpur University, Kolkata, India.
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D61.F. Maggi,A. VolpattoS. Gasparini(z. BoracchiS. Zanero Fasthutomatic iPhone Shoul-
der Surfing.In 7th International Conference on Information Assurance and Security (IAS),  5-8
December, 2011, Malacca, Malaysia.

D62. L. Sportiello, S. Zanero. File Block Classification by Support Vector Machines. In ARES 2011:
Sixth International Conference on Availability, Reliability and Security, August 2011.

D63.F. Rovetal. Di Mario, F. Maggi,G. Caviglia,S. Zanero and P. CiuccarelBURN: Baring
Unknown Rogue Networks. In VizSec 2011: Symposium on Visualization in Computer Security.

20 July 2011, Pittsburgh PA, USA. Best paper award.

D64.F. Maggi, S. Zaner&ystem Security research at Politecnico di Milanat SysSec Work-
shop (SysSec 2011). 6 July, 2011, Amsterdam, The Netherlands.

D65.F. Maggi,S. Zanerols the future Web more insecure? Distractions and solutions of new-
old security issues and measurbsWorldwide Cybersecurity Summit 2011. 1-2 June, 2011,
London, UK.

D66. F. Maggi, A. Sisto, S. Zanero. A social-engineering-centric data collection initiative to study
phishing. In First Workshop on Building Analysis Datasets and Gathering Experience Returns for
Security (BADGERS 2011). 10 April, 2011, Salzburg, Austria.

D67.S. ZaneroObserving the tidal waves of malwaneperiences from the WOMBAT project.
In VCON 10: 2nd Vaagdevi International Conference on Information Technology for Real World
Challenges, invited paper, Warangal, India, 9-11 December 2010.

D68. A. Volpatto, F. Maggi and S. Zanero. Effective multimodel anomaly detection using cooper-
ative negotiation. In GameSec 2010 Conference on Decision and Game Theory for Security, Berlin,
Germany, 22-23 November 2010

D69. P. Milani Comparetti, G. Salvaneschi, E. Kirda, C. Kolbitsch, C. Kruegel and S. Zanero. Iden-
tifying Dormant Functionality in Malware Programs. In IEEE Security and Privacy symposium
2010.

D70.C. CriscioneF. Maggi,G. SalvaneschB. Zanero|ntegrated Detection of Attacks Against
BrowsersWeb Applications and Databasds. European Conference on Computer Networks
Defence, EC2ND 2009, December 2009, Milano

D71.A. Frossi, F. Maggi, G. Rizzo and S. Zane$electing and Improving System Call Models
for Anomaly Detectionln Detection of Intrusions and Malware & Vulnerability Assessment,
DIMVA 2009, Milan, Italy, July 9-10, 2009.

D72.A. Galante, A. Kokos, and S. ZaneBlueBatTowards Practical Bluetooth Honeypadis.
2009 IEEE ICC International Conference on Communications, Dresden, Germany, June 2009.

D73.F. Amigoni, F. Basilico,N. Basilico and SZanero.Integrating Partial Models of Network
Normality via Cooperative Negotiation - An Approach to Development of Multiagent In-
trusion Detection Systemdn 2008 IEEE/WIC/ACM International ~ Conference on Intelligent
Agent Technology, Sydney, Australia, December 9-12, 2008.

D74.S. ZaneroULISSE: A Network Intrusion Detection SystémCSIIRW 2008, Cyber Security
and Information Intelligence Research Workshop, Oak Ridge TN, USA, ACM Press, 2008.

D75.S. Zanero and G. Serazzi. Unsupervised Learning Algorithms for Intrusion Detection. IEEE
Network Operations and Management Symposium 2008, Salvador de Bahia, Brasil, April 2008.

D76.C. Altheide, ). Flynn, C. Merloni and S. Zanekanethodology for the repeatable forensic
analysis of encrypted drives. ACM SIGOPS EuroSec Workshop, Glasgow, UK, March 2008.

D77.F. Maggi, S Zanero. On the use of different statistical tests for alert correlation - Short Paper.
In Proceedings of RAID 2007 - Recent Advances in Intrusion Detection, —pag. 167-177 Surfer’s
Paradise, Australia, September 2007.
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D79.

D80.

D81.

D82.

D83.

D84.

D85.

D86.

S. ZaneroFlaws and frauds in the evaluation of IDS/IPS technolotyiddRST 2007 - Fo-
rum of Incident Response and Security Teams, Sevilla, Spain, June 2007 (electronic publication).

G. Casale, P. Cremonesi, G. Serazzi and S. ZaRerformance Issues in Video Streaming
Environments. In Workshop FIRB-Perf 2005, pag. 3-14, IEEE Press, September 2005

S.Zanero. Analyzing TCP Traffic Patterns using Self Organizing Maps Proceedings of

the International Conference on Image Analysis and Processing — ICIAP 05, Special session on
Pattern Recognition in Computer Security, 20, Lecture Notes in Computer Science,
vol. 3617, Springer-Verlag, September 2005

S. ZaneroSecurity and Trust in the Italian Legal Digital Signature Framdw@®rkiceed-
ings of the iTrust ’05 International Conference on Trust Management, pag. 34-44, Lecture Notes
in Computer Science, Vol. 3477, Springer-Verlag, May 2005

S. Zanerolmproving Self Organizing Map Performance for Network Intrusion Detection.
In Proceedings of the International Workshop on High-Dimensional Data Mining and its appli-

cations, SDM 05 SIAM conf. On Data Mining, pag. 30-37 published online by SIAM
(http://www.siam.org/meetings/sdm05/sdm-clustering.zip), April 2005

G. Casale and S. Zaner6lVS: Integrity Validation for Grid Securitly.Proceedings of the
5th International Conference on Computational Science, pag. 69-88, Springer Verlag, May 2005

S. ZaneroBehavioral Intrusion Detectiom Proceedings of the 19th ISCIS symposium, An-
talya, Turkey,pag. 657-666l.ecture Notes in Computer Science serigpringer-Verlag,
October 2004.

S. Zanero and S. M. Savaresi. Unsupervised Learning Techniques for an Intrusion Detection
System.In Proceedings of the 2004 ACM Symposium on Applied Computing, Nicosia, Cyprus,
pag. 412-419, ACM Press, March 2004

G. Casale, F. Granata, L. Muttoni and S. Zan@ptimal Number of Nodes for Computa-
tions in a Grid Environmentn Proceedings of the 12th EuroMicro Conference on Parallel and
Distributed Processing, pag. 282-289, IEEE conference proceedings, February 2004

INVITED TALKS

E1.

E2.

E3.

E4.

E5.

E6.

E7.

S. Zanero. Crouching hackerkiller robot? Removing fear from cyber-physicacurity.
IEEE Computer Society DVP lecture, Hashemite University, Jordan, 12 December 2022

S. Zanero. Crouching hackerkiller robot? Removing fear from cyber-physicacurity.
Keynote addresdEEE Computer Society DVP-SYP Virtual Conference on Hot Topics in
Cybersecurity, 16-17 October 2020

S. Zanero. Crouching hackerkiller robot? Removing fear from cyber-physicacurity.
Keynote address, NULLCON, Goa, India, March 2020

S. Zanero. Securing Cyber-Physical Systems: Moving beyond fear. Keynote address, H2HC
conference, Sao Paulo, Brasil, November 2019.

S. ZaneroSecuring Cyber-Physical SysterMsiving beyond feaKeynote address, Hack
In The Box Singapore 2019. Singapore, August 2019

S. ZaneroWhen Cyber Got ReaChallenges In Securing Cyber-Physical Systémvited
talk, IEEE SENSORS 2018. New Delhi, India, October 2018

S. ZaneroWhen Cyber Got ReaChallenges In Securing Cyber-Physical Systémvited
talk, MIT EmTech. Dubai, UAE, September 2018
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EO.

E1l0.

E11.

El2.

E13.

E14.

E15.

El6.

E17.

E18.

E19.

E20.

E21.
E22.

E23.

E24.

E25.

E26.

E27.

S.Zanero.Security of cyber-physical systerhecture at NECS Winter Schodlebruary
2018.

S. Zanero.La protezione dei cittadirdelle aziende e del paese nel futuro iper-connesso.
Opening lecture (“Prolusione”) of the 154th academic year of Politecnico di Milano. Novem-
ber 2017.

S. ZaneroBreaking the laws of robotiesialyzing the security of an industrial robot con-
troller. Macquarie University, Sydney, Australia, August 2017.

S. ZaneroBreaking the laws of robotiasialyzing the security of an industrial robot con-
troller. University of New South Wales, Sydney, Australia, August 2017.

S. ZaneroMaking sense of a million samples per 8agTor conference, Toronto, Canada,
October 2016.

S. ZaneroEU Systems Security Roadmap , Global emerging threats in ICT. Cybersecurity
forum “International Collaboration for a Safer World”, 41st APAN Meeting. Manila, Philip-
pines, January 2016.

S.Zanero.Making sense of a million samples per dastituto Superior Tecnicbjsbon,
Portugal, December 2015.

S. Zanero. Building cybersecurity research capabilititee European experiences of the
SysSec and PROTASIS networks. Science Council of Japan, Tokyo, Japan, November 2015.

S. Zanero)Jackdaw:Automatic, unsupervised, scalable extraction and semantic tagging of
(interesting) behaviors. Waseda University, Tokyo, Japan, November 2014.

S. ZaneroJackdaw:Automatic, unsupervised, scalable extraction and semantic tagging of
(interesting) behaviorBlueHat Security ConferencBlicrosoft,Redmond WA, October
2014.

S. ZaneroJackdaw:Automatic, unsupervised, scalable extraction and semantic tagging of
(interesting) behaviorélack In The Box Security Conferend@jala Lumpur,Malaysia,
October 2014.

S. ZaneroTracking and Characterizing Botnets Using Automatically Generated Domains.
Hack In The Box Security Conference, Kuala Lumpur, Malaysia, October 2013.

S. Zanero. Behavior-based methods for automated, scalable malware analysis. International
Software Summit 2013, Techno India NJR Institute of Technology, Udaipur, India

S. Zanero. Security of cyber-physical systems. GITEX, Dubai, October 2012.

S. Zanero. Behavior-based methods for automated, scalable malware analysis. Hack In The
Box Security Conference, Kuala Lumpur, Malaysia, October 2012.

S. Zanero. Security of cyber-physical systenBoeing-IEEE New Technologies Industry
Seminar, Washington D.C., USA, August 2012.

S. Zanero. Threat analysis and malware data gathering - Experiences in the WOMBAT
project. VCON 10 International Conference, Warangal, India, December 2010.

S. Zanero, P. Milani Comparetti. The WOMBAT API: querying a global network of advanced
honeypots. Black Hat Federal, Washington, D.C., February 2010

S. Zanero. WOMBAT: Building a Worldwide Observatory of Malicious Behavior and Attack
Threats. Keynote talk, SecurelT Conference 2009, Los Angeles CA, March 2009

S. ZaneroGlobal Threat Intelligenacall for actior6HAKACon Conference 2008, Hon-
olulu, Hawaii, June 2008
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E28.S. ZaneroBehavioral analysis in host-based IDS and its application to hondyppied
talk, TERENA Networking Conference 2008, Bruges, Belgium, May 2008

E29.S. ZaneroObserving the Tidal Waves of Malwai@eepSec Conferencéienna,Austria,
November 2007.

E30.S. Zanero360 Unsupervised Anomaly DetectioHack In The Box Security Conference,
Kuala Lumpur, Malaysia, September 2007.

E31.S.Zanero.Observing the Tidal Waves of Malwar®ack Hat USA,Las VegasNV, USA,
August 2007.

E32.S. Zanero. My IPS is better than yours..or is it ?. WSIP - World Summit on Intrusion
Prevention, Baltimore, May 2007.

E33.S. ZaneroMy ID(P)S is better than yoursar is it ?.SecurityOpus conference, San Fran-
cisco, April 2007.

E34.S. Zanero360 Unsupervised Anomaly Detecti@dlack Hat Europe, Amsterdam, Nether-
lands, April 2007.

E35.S.Zanero.360 Unsupervised Anomaly DetectioBlack Hat FederaMWashingtonp.C.,
March 2007.

E36.S. ZaneroHost Based Anomaly Detection on System Call Arguniatk Hat USA, Las
Vegas, NV, USA, August 2006.

E37.S. ZaneroHost Based Anomaly Detection on System Call Argum&iagk Hat Europe,
Amsterdam, Netherlands, April 2006.

E38.S.Zanero.My IDS is better than yours.ar is it ?. Black Hat FederaMWashingtonp.C.,
February 2006.

E39.S. Zanero. Automatic Detection of Web Application Security Flavack Hat Europe,
Amsterdam, Netherlands, April 2005

E40.S. ZaneroDetecting 0-days Attacks With Learning Intrusion Detection SyBlachddat
USA, Las Vegas, NV, USA, July 2004.

E41.S. ZaneroDetecting 0-days Attacks With Learning Intrusion Detection SyBlachddat
Europe, Amsterdam, Netherlands, May 2004.

E42.S. Zanero. Unsupervised Learning Techniques and Data Mining for Intrusion Detection.
CanSecWest Security Conference, Vancouver, Canada, April 2004.

TUTORIAL LECTURES

F1.S. ZaneroModeling the spread of computer virugésiing at a moving targ®CON 10
International Conference, Warangal, India, December 2010.

SCIENTIFIC AND ORGANIZATIONAL ACTIVITIES

EDITORIAL SERVICES

* Associate editor, “IEEE Transactions on Emerging Topics in Computing”, since 2017

* Editorial board of “Computers&Security”, Elsevier, since 2017
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e Guest Editor, “Computer” Magazine, Special Issue on “Cyber-physical systems” (scheduled
for 2017)

* Editorial board of the “Journal in Computer Virology”, now “Journal of Computer Virology
and Hacking Techniques”, Springer-Verlag, since 2005

* Editorial board of “Ciberspazio e Diritto”, Mucchi Ed., since 2012

* Editorial board of “International Journal of Information Securlptinger Nature2022-
2023

« Editorial board of “Frontiers in Big Data”, “Cybersecurity and privacy” specialty, 2018-2022

¢ Guest Editor, IEEE Transactions on Emerging Technologies in Computing, Special Issue on
“Emerging Topics in Cyber Security”

¢ Guest Editor, “Upgrade”, journal of CEPIS (Council of European Professional Information
Societies), special issue on “Business Continuity and Security”, 2005

CONFERENCE QRGANIZATION

¢ General Chair, Italian Cybersecurity Conference, ITASEC, 2018

¢ General Chair, Engineering Secure Sofware and Systems, ESSoS, 2015

¢ General Chair, SysSec Workshop, 2013-2014

¢ General Chair, European Conference on Computer Network Defense (EC2ND), 2009-2010
* General Chair, ISSA International Conference, 2009-2017

¢ General Chair, OSSCoNF - International Workshop on Open Source Software for Computer
and Network Forensics, 10/09/2008, Milano, Italia

¢ General Chair, WOMBAT Workshop on Internet Security Threath Data Collection and Shar-
ing, 21-22 April 2008, Amsterdam, Vrije Universiteit

¢ Program Chair, 7th International Symposium on Cyberspace Safety and Security, IEEE CSS
2015, Aug. 24-26 2015, New York, USA.

e Steering Committee member, Italian Cybersecurity Conference (ITASEC)

PROGRAMME COMMITTEE SERVICE

* ESORICS 2024

* ACSAC 2023-2024

* ACM CCS 2022-2024

RAID 2021-2024

DIMVA 2013, 2016, 2019, 2022-2024

* TheWebConf (WWW) 2019-2025

* Black Hat Conference, 2011-2025

* WSDF (part of ARES) 2013, 2015, 2016, 2017, 2019, 2020, 2023, 2024
* CPSS 2021-2022
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* ROOTS 2020-2021

* SECITC 2020

* CPSloTSec 2020

* CyberICPS 2020

* SAD 2020

* WOOT 2020

* CSCML 2020

* |IEEE TrustCom 2019-2020

* ACM Workshop on Cyber-Physical Systems Security & Privacy (CPS-SPC) 2018-2019
* [EEE SmartComp 2018

¢ Mobile, Secure and Programmable Networking (MSPN) 2015-2017
e LangSec Workshop at Security & Privacy, 2014-2018,2020

¢ |[EEE Annual Consumer Communications & Networking Conference (CCNC) 2016, 2018
* SAC 2015

¢ ACM EuroSec workshop 2008, 2011-2015

¢« ECTCM (Emerging Cyberthreats and Countermeasures) 2014-2015
* WISTP 2013-2019

* PPREW 2012

* ICISS 2012-2016, 2019, 2020

* COMPENG 2012

* IMIS/CISIS 2012

* InfQ 2011-2012

¢ SAFECOMP 2011 - 30th International Conference on Computer Safety, Reliability and Se-
curity

¢ NATO Conference on Cyber Conflicts (CyCon) 2010-2020
* EICAR conference 2009-2012
¢ European Conference on Computer Network Defense (EC2ND), 2007-2008

¢ Art Into Science conference, 2017-2019
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REVIEWER SERVICE

Reviewer, Austrian national FWF funded projects

Reviewer, H2020 projects, European Commission DG Connect
Reviewer of Scientific Projects (PRIN) for MIUR

Reviewer of Scientific Projects for the Autonomous Province of Trento.

Reviewer for the international journals “ACM Computing Reviews”, “IEEE Security&Privacy”,

“Performance Evaluation”, “Journal of Systems Architecture”, “ACM Transactions on Infor-
mation Systems Security”, “International Journal of Information Security”, “IEEE Transac-

[T}

tions on Dependable and Secure Computing”, “IEEE Transactions on Computers”, “Com-

n  u

puters and Security”, “Journal of Computer Security”, “IEEE Transactions on Information

n u

Forensics & Security”, “Information Processing Letters”.

OTHER SERVICES

G7 Multi-Stakeholder Expert Workshop “Strengthening G7 Coordination on Supporting In-
ternational Standardisation for the Digital and Green Transformations”

Representative of Politecnico di Milano in the Stakeholder Cybersecurity Certification Group
(SCCQG) of the European Commission

Member of the European Commission expert panels on medical devices and in vitro diag-
nostic medical devices (‘Expamed’)

Chairman of the Jury2019 Artificial Intelligence in Security ChalleAd&, Dhabi Cyber
Week.

European Society of Cardiology EU Regulatory Affairs Committee on Medical Devices &
the European Health Rhythm Association (EHRA) Task Force on security and privacy of
remote monitoring of implanted devices

Doctoral jury, Mr. Guillaume Brogi, CNAM, Paris, France.

Doctoral defense committee, Mimmone Libutti, MrPietro Fezzardi, MrDavide Quarta,
Mr. Andrea Continella, Mr. Alessandro Di Federico, Politecnico di Milano, Italy.

Doctoral defense committee, Mr. Michele Carminati, Mr. Mario Polino, Mr. Matteo Ferroni,
Politecnico di Milano, Italy.

Grading committee, doctoral defense of Seyed Mohammad Khodaei, KTH, Stockholm, Swe-
den.

Doctoral defense committee, Mr. lason-Stylianos Polakis, University of Crete, Greece.

Representative of Politecnico di Milano in the Vision2020 initiative, for the Security research
line

European Project FORWARD (www.ict-forward.eu), working group on Smart Environments
threats (http://www.ict-forward.eu/wg/smart-environments/),2008-2010

PROCENT (Priorities of Research On Current and Emerging Network Technologies) expert
group of ENISA, 2009-2010

Working Group AICA/CEPIS on the EUCIP certification - module 5 “Information Security”
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TEACHING ACTIVITIES

« Director (and creator of syllabus and course structure) of the “Security Specialist” special-
ization degree (“Master universitario di primo livello”) at Politecnico di Milano

¢ Co-director of M.Scdegree “Cyber Risk Strategy And Governance”, jointly offered by Po-
litecnico di Milano and Bocconi University.

* | have been a professor for the following courses (at bachelor, Master’s, and PhD levels):

- “Progetto di Impianti Informatici” (2005/2006, 2006/2007, 2007/2008) (I livello - B.Sc.)
- “Impianti di Elaborazione” (2007/2008) (I livello - B.Sc.)

- “Impianti Informatici” (2008/2009) (I livello - B.Sc.)

- “Progetto di Ingegneria Informatica” (2009/2010, 2018/2019) (I livello - B.Sc.)

- “Sicurezza delle Applicazioni Informatiche” (2008/2009) (Il livello - M.Sc.)

- “Computer Security” (2009/2010, 2010/2011, 2011/2012, 2012/2013, 2013/2014, 2014/2015
2015/2016, 2016/2017, 2017/2018, 2018/2019, 2019/2020, 2020/2021) (Il livello - M.Sc.)

- “Informatica Forense” (2011/2012, 2012/2013, 2013/2014, 2014/2015, 2015/2016, 2016/201
2017/2018, 2018/2019, 2019/2020) (Il livello - M.Sc.)

- “Privacy and Security” (2011/2012, 2012/2013, 2013/2014, 2014/2015, 2015/2016, 2016/201
2017/2018) (Il livello - M.Sc.)

- “Advanced Topics in Computer Security” (20291220132014201520162017,
2019) (Ph.D. course)

- “Advanced Cybersecurity Topics” (2019/2020, 2020/2021) (Il livello - M.Sc.)

- “Cybersecurity Technologies, Policies and Procedures” (2019/2020, 2020/2021) (Il liv-
ello - M.Sc.; jointly taught with Bocconi University)

- “Digital Forensics and Cybercrime” (2020/2021) (Il livello - M.Sc.; jointly taught with
Bocconi University)

* | have been a teaching assistant in 18 courses between 2003 and 2009.

* | have been the coadvisor or advisor of over 150 bachelor and master’s theses at Politec-
nico di Milano, the University of lllinois at Chicago, the Technical University of Eindhoven,
University of Milan, and the University of Milano-Bicocca.

¢ | have advised 7 PhD students (three of them “cum laude” and one “with honors”):

- Dr. Federico Maggi (currently a researcher at Amazon AWS)

- Dr. Mario Polino (currently Head of Cybersecurity at Leaf Space)

- Dr. Michele Carminati (currently a Senior Assistant Professor at Politecnico di Milano)
- Dr. Davide Quarta (currently a vulnerability researcher at Qualcomm)

- Dr. Marcello Pogliani (currently a security engineer at Secure Network)

- Dr. Andrea Continella (currently an Associate Professor at University of Twente)

- Dr. Stefano Longari (currently an Assistant Professor at Politecnico di Milano)

e | am currently advising 6 PhD students (M. D’onghia, A. Bellante, L. Binosi, D. Mammone,
A. Bertani, G. Digregorio).

* | have also lectured at the University of Milan, University of Rome “Tor Vergata”, and at the
LaSalle University of Barcelona, Spain.
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